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Content Security Risks of Generative Artificial Intelligence: Research

on Origin, Types and Regulatory Paths
GUO Jianan'?
(1.Department of Development and Sustainability , Asian Institute of Technology , Kong Luan 12120, Thailand ;
2.Digital Humanities Research Center, Renmin University of China, Beijing 100872, China)

Abstract: Generative artificial intelligence technology has rapidly penetrated into various information production scenarios
with its powerful content generation capabilities, and has profoundly changed the generation logic and dissemination
mechanism of digital content. While releasing huge productivity, the opacity of its technical mechanism, the
uncontrollability of the generation process and the extensiveness of content output have also caused unprecedented content
security risks.Based on the current development status of generative artificial intelligence, this paper systematically sorts
out the multiple origins of its content security risks,focusing on data training and algorithm mechanisms at the model layer,
the virtualization of subject behavior at the application layer, and the technological alienation and value drift at the content
layer. It deeply analyzes the risk types such as false information creation, information pollution diffusion, algorithm bias
intensification and invisible power embedding. Tracing back analysis shows that the risk generation and diffusion
mechanism can be summarized from the aspects of risk source generation, risk impact expansion, and risk transmission and
diffusion. On this basis, it further proposes to build a content security regulatory system with strong adaptability, high
operability and sufficient foresight from the dimensions of legal system construction, hierarchical and classified
supervision, algorithm security audit and user literacy improvement, so as to achieve the paradigm transformation of
generative artificial intelligence content governance from passive response to active governance , and from single regulation
to system coordination, so as to ensure the dynamic balance between technology empowerment and social security and
promote the good development of artificial intelligence.

Keywords: generative artificial intelligence ; content security ; risk type; technological alienation ; algorithmic supervision
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The Dynamic Evolution and Integrative Framework of

Thriving at Work Research

LI Zhengdong , DENG Anru
(School of Humanities , Shanghai Institute of Technology , Shanghai 201418, China)

Abstract: With the rapid acceleration of global digitalization, workplace challenges have become increasingly pervasive.
Thriving at work, as a positive psychological state, helps mitigate job burnout and enhance organizational effectiveness,
emerging as a cutting—edge topic in organizational behavior that has garnered widespread academic attention in recent
years. Based on bibliometric methods and knowledge mapping techniques, this study systematically analyzes thriving—at—
work research literature from the China National Knowledge Infrastructure (CNKI) database (2013—2024) , revealing the
developmental trajectory of this field through dimensions such as research hotspots, current status, evolutionary trends, and
framework integration. The findings indicate that: (1) Current research has shifted from conceptual definition and
measurement tool development to in—depth exploration of multi-level influencing factors and mechanisms , with a focus on
the interplay of individual traits, leadership behaviors, and organizational environments; (2) Thriving—at—work research is
in a phase of rapid expansion, with an exponential increase in publications in recent years. However, fragmented
collaboration among core authors and insufficient institutional cooperation suggest significant untapped potential in this
field; (3) The evolutionary trajectory exhibits four distinct phases : from conceptual construction to mechanism exploration,,
then multidimensional expansion, and finally contextual deepening. Research hotspots are increasingly shifting toward
emerging management practices such as job crafting and shared decision-making, reflecting a dual emphasis on theoretical
refinement and practical application; (4) Future research should prioritize five key directions : cross—cultural comparative
studies, influence pathways of emerging leadership models, the double—edged sword effect of thriving at work , occupational
heterogeneity mechanisms, and longitudinal tracking designs.This study provides valuable insights for advancing thriving—
at—work research and offers important references for subsequent theoretical innovation and practical applications.

Keywords: thriving at work ; dynamic evolution ;influence mechanism ;integrative framework ; knowledge mapping



